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Summary

* @Goal:

1. To explore the weakness of temporal graph neural networks (TGNNs) by
proposing an adversarial attack for link prediction on continuous-time
dynamic graphs (CTDGs)

2. To enhance the robustness of TGNNs against perturbations and alleviate
performance degradation

* Proposed Algorithms:

 T-SPEAR: a gray-box and poisoning attack for link prediction on CTDGs

e T-SHIELD: a robust training method for TGNNs

* Contributions:

 We formulate adversarial attacks on CTDGs under 4 realistic constraints
regarding unnoticeability.

* QOur attack can significantly degrade TGNNs” performances in link prediction.

* QOur defense can accurately classify the adversarial edges and mitigate
performance degradation.

TGNNs for Link Prediction

* TGNNs are commonly trained using temporal interactions as supervision.
 Given:two nodesu and v attimet
* TGNN’s goal: to learn time-aware node embeddings h,(t) and h,(t)
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Challenges

C1) What to connect (for 3¢ )? ><
C2) When to connect (for %¢)? Attack
C3) How to apply a stealthy attack (for %¢)? @
C4) How to discriminate adversarial edges (for @ )? Defense
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Proposed Attack: T-SPEAR

 We proposed an effective adversarial attack method, called T-SPEAR.

* Constraints: adhering to the four constraints (C1-C4) for unnoticeability
* How: by injecting adversarial edges into the original edge sequence
* Goal: to degrade the link prediction performance of TGNN
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C4) Number of perturbations per node

e Step 1: Train the surrogate model (TGN)
e Step 2: Sample the timestamp where the adversarial edges are inserted
* Step 3: Choose the endpoints which compose the adversarial edges
 We propose Hungarian selection to select adversarial edges that are
harmful and have minimal overlapping endpoints at the same time.

Hungarian
Selection

more inconspicuous and balanced perturbations

Proposed Defense: T-SHIELD
 We proposed a robust training method for TGNNs, called T-SHIELD.

 Knowledge:
 No information about the attacker
 Not even know that the dynamic graph has been corrupted.
* Goal: to alleviate performance degradation caused by adversarial attacks

1. Edge filtering: To identify and eliminate potential adversarial edges
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h,()O—

“*Two issues arise when filtering with fixed threshold 7.
** We use cosine annealing scheduler to gradually increase the threshold from ¢ to 7,.
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Initial stage of training:
High T = remove too many legitimate edges

clf

if V,,,+ = T, then (u, v, t) is a legitimate edge
— Yuuvt <

if ¥,,,; < T, then (u,v,t) is a potential adversarial edge (é)

Later stage of training:
Low T =2 fail to filter out adversarial edges

2. Temporal smoothness: To prevent sudden changes of node embeddings
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s & filtered dynamic graph % t; : the last timestamp before t of node i
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% sim(:,"): cosine similarity  w(At) = exp(—0At)

Experiments
 Attack Performance

Metric: Mean Reciprocal Rank (MRR)
# negatives: 100
Perturbation rate (p): 0.3

Dataset Victim Clean RANDOM PA JACCARD* STRUCT-D STRUCT-PR | T-SPEAR
TGN 80.5+05 66.0+06 653+1.1 - 66.4+05 669+09 | 60.0+L1.6
Wikivedi JODIE 632+12 363+34 350+£23 - 33.0+21 350+25 J338+24
KIPCER  TGAT  57.0+£06 414406 39.2+1.0 - 411406 40.8+05 |40.7+£05
DYSAT 666+04 63.0+05 624 -+0.5 - 62.1+02 628+04 | 62.0+04
TGN 61.8+21 554417 560=+1.6 - 503+14 532+12 |482+1.3
MOOC JODIE 374+20 238+06 293 +39 - 262+1.8 266+16 |228+1.9
TGAT 11.84+0.1 10.2+0.2 10.04+0.1 - 10.7 £ 0.2 9.6 + 0.1 9.3+ 0.2
DYSAT 1844+0.1 145+0.1 145+0.3 - 1454+02 144402 §143+0.2
TGN 442 +04 425403 442+09 430+05 425405 429408 | 41.6+0.3
UCT JODIE 249404 219+05 223+04 219+02 21.8+06 214+05 |J21.7+0.2
TGAT 163+03 155+03 147+0.1 149+02 147+02 157+04 | 14.6 +0.2
DYSAT 7134+09 653+0.7 653+03 653+£05 654+£03 653+06 | 64.7+04
TGN 483 +0.7 480+13 480+10 484+09 468+05 462+0.7 J45.2+14
Bitcoin JODIE 346+07 314+05 303+06 321+06 292+08 27.9+0.9 § 289+0.7
TGAT 21.84+04 186+03 1734+03 185+04 171404 16.6+0.6 § 17.1 =0.2

DYSAT 8474+0.7 79.0+£08 789402 794+06 790404 79.0+0.2 § 78.8+ 0.2 N 7

A.PD.| - 14.7% -14.9% -7.5% -16.3% -16.4% -18.9% /"\

*JACCARD cannot be applied to bipartite graphs.

* MRR (Mean Reciprocal Rank) as Perturbation Rate Increases

801N, Wikipedia | * Adversarial Edge Classification Accuracy
o
| %o Metric: AUROC
75 ‘“*\» .
\‘t‘* Perturbation rate (p): 0.3
X 70 S ——
o N ‘*-;{*\;:h_ Attack Model Wikipedia MOOC UCI
e e A A TGN-COSINE ~ 0.605  0.633 0.495
65 - Pi” . o AERST RANDOM T-SHIELD-F 0.848 0.697 0.531
3¢ Struct-D S ~¥ T-SHIELD 0.850  0.709 0.534
601 -@ Struct-PR "‘IH TGN-COSINE 0.474 0.556 0.518
4 T-SPEAR “m T-SPEAR  T-SHIELD-F 0.858 0.679 0.608
Cléan 0:1 0:2 0:3 Dj 4 T-SHIELD 0.864 0.674 0.620

Perturbation Rate (p) » T-SHIELD-F: use only edge filtering

Defense Performance
Under Random attack
UCI (Clean: 44.2 + 0.4)

Wikipedia (Clean: 80.5 £+ 0.5) MOOC (Clean: 61.8 +2.1)

Model p=01 p=02 p=03 p=01 p=02 p=03 p=01 p=02 p=0.3

TGN 732+1.1 683+09 660+0.6 58.7+1.0 57.8+09 554+ 1.7 445+ 03 435407 425+ 0.3
TGN-SVD 653 +1.1 63.9+12 60.6+09 58.8+03 580+14 550+ 1.1 44.5+0.7 443 +0.5 44.7 + 0.7
TGN-COSINE 75.8+0.5 71.6+07 688 +04 537+27 528 +4.1 54.0+32 432+0.6 43.0+0.6 43.8+04
T-SHIELD-F 77.4+05 77.4+02 760+03 592+ 1.0 588+ 1.3 58.0 £ 0.6 44.1 +02 442 +0.6 442 + 0.7
T-SHIELD 773 +05 77.0£03 765+05 594+ 1.2 584+ 1.1 584+ 0.6 439+ 06 443 +0.7 44.6+ 0.8

+*»* Clean: MRR when attack is not applied. Under T-SPEAR attack

UCI (Clean: 44.2 4 0.4)

Wikipedia (Clean: 80.5 + 0.5) MOOQOC (Clean: 61.8 + 2.1)

Model

p=0.1 p=0.2 p=0.3 p=0.1 p=0.2 p=0.3 p=0.1 p=0.2 p=0.3
TGN 71.0+2.0 63.7+£26 600+1.6 552+06 524+04 482+13 43.6+1.0 41.7+05 41.6 £0.3 -
TGN-SVD 676 +09 61.2+14 58.14+18 557+13 50.6+2.6 50.1 £2.1 46.0 0.5 455+04 465 + 04} +1.8%

TGN-COSINE 72.3 +0.8

T-SHIELD-F 77.3+0.5
T-SHIELD 77.1 +£0.2

629 £2.0 59.6 = 2.1 53.5+3.1

76.8 £0.3 753 +04 585+£0.5
769 + 0.3 76.1 0.3 58.8 + 0.7

47.6 £1.7 452 +£2.1

55.7£0.9 545109
563 +1.2 53.9+1.1

43771+04 44.1+03 432+£1.3

4444+ 08 455 +03 447 £0.4) +11.0%
449+03 443 +05 454+ 0.8]+11.2%



https://github.com/wooner49/T-spear-shield

